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The article describes the information model of an adaptive system for
interactive learning software.

UDK 004.7

WIRELESS TECHNOLOGY AND SECURITY

M. Banbik
YHusepcutet um. Cynemmana flemupens, r. Anmatbl

Overview

This chapter provides an overview of current wireless technologies and security
schemes that are part of the IEEE 802.11 standard.

Because this research focuses on the potential effects of enhanced wireless
security on network performance readers should be familiar with various topics includ-
ing the physical layer of IEEE 802.11, how authentication and encryption work on a
secured wireless network, and how to observe these processes on the network.

This chapter begins with an in-depth look at the IEEE 802.11 protocol in order to
note differences between an unsecured wireless network versus one that is protected
by various layers of encryption and authentication. The chapter then provides a brief
overview of the IEEE 802.1 1b and 802.1 1g standards. Finally, the chapter finishes with
a complete overview of various encryption and authentication methods that are present
on secured wireless networks and how they play into the IEEE 802.1 11 standard.

The vast majority of the IEEE 802.11 background was drawn from [1] and
the majority of all security background information was drawn from, and [2].
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Together these texts provided virtually every piece of information presented in
this chapter.

IEEE 802.11 Standard

IEEE 802.11 was the first widely-used wireless local area networking standard
and was selected for use in ~ 1997. The standard consists of a medium access
control (MAC) sublayer, MAC management protocols and services, and three
physical layers (PHY's). The three PHY's were an infrared PHY, a frequency hop-
ping spread spectrum (FHSS) radio PHY, and a direct sequence spread spectrum
(DSSS) radio PHY. These original PHY's provided data transfer rates of 1 Mbps
and 2 Mbps [1].

The 1999 revision included two more PHY's, IEEE 802.1 1a and 802.1 1b,
which would become standards in the industry with data transfer rates of 54
Mbps and 11 Mbps, respectively. The difference between the two new PHY's was
that IEEE 802.1 1a operated with an orthogonal frequency division multiplexing
(OFDM) signal at Unlicensed National Information Infrastructure (U-NII) bands
verses the DSSS signal used at 2.4 GHz for IEEE 802.1 1b. In 2002 the widely
used IEEE 802.1 1g standard was developed as an extension of IEEE 802.1 1b,
providing backwards compatibility [1].

MAC Layer

The MAC sublayer provides reliable data transmission for the IEEE 802.11 stand-
ard similar to a wired network. To this extent, the MAC sublayer provides three func-
tions: a reliable method to transmit data for users, shared access to the medium among
users, and the protection of transmitted data accomplished through encryption.

Because the transmission of IEEE 802.11 signals occurs wirelessly these functions
must be conducted differently in the MAC sublayer because signals that are transmitted
cannot simply be assumed to have been received on a wireless system.

Reliable Data Delivery

The first function, reliable delivery, is completed with a series of two frames,
as shown in Figure 2.1. One is sent by the wireless client to the access point and
the second 1s an acknowledgement frame sent from the access point to the client
indicating that the frame was received. If there was no acknowledgement frame
received at the client then that station can assume the access point did not receive
the first frame and the client can retransmit it after a certain wait time.

Frame 1

Client » AP

Acknowledgment
d

Figure 2-1. 802.11 Delivery
There is a conflict with this process that is often referred to as the “hidden node
problem” [2]. The problem occurs when one client is not in a position where it can
communicate direct with another client but both clients are in a position to communicate
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w1th a common statlon One statlon may not know that another statlon 1s transmlttlng
and, therefore, causes a collision by transmitting a frame of its own.

To address this problem the protocol provides an optional solution with two
additional frames called the request-to-send (RTS) and the clear-to-send (CTS)
frames. Before a client transmits it first sends a RTS indicating its intention to send
a frame; however, 1t will not transmit information until 1t receives a CTS from
the destination. Because the use of these two additional frames can reduce the data
throughput rate of the network it is not enabled in all situations [2].

Shared Access

The second task of ensuring shared access to all clients is accomplished through
two access mechanisms: the basic access mechanism which utilizes the distributed
coordination function (DCF) and the centrally controlled access mechanism which
utilizes the point coordination function (PCF).

The basic access mechanism of IEEE 802.11 utilizes carrier sense multiple
access with collision avoidance (CSMA/CA) and binary exponential backoff. This
access mechanism uses a “listen before you talk” approach and ensures that if the
destination is already handling traffic another client will not attempt to transmit
as well, avoiding a collision. If a client detects another transmission in progress
it will wait a set amount of time, called the contention window (CW), before it
attempts its own transmission. This value increases each time that a client detects
a transmission in progress to increase the chance that the medium is available for
the next transmission. This value is standard for each PHY [1].

The DCF, which is the functional unit of the basic access mechanism, operates
by checking both the physical and virtual carrier sensing mechanisms. In the event
both of these mechanisms indicate that there is no transmission for a set period,
based on timing intervals, then the MAC may begin a transmission. These timing
intervals provide a station with a set time to wait before beginning transmission
in order to help prevent collisions [1].

The PHY determines two intervals: the short interframe space (SIFS) and the
slot time. From these, three additional intervals are derived: the priority interframe
space (PIFS), the distributed interframe space (DIFS), and the extended interframe
space (EIFS). Each of these timing intervals changes depending on the number of
times that a transmission is detected while a station is attempting to transmit [1].
Timing intervals are illustrated in Figure 2-2.

Contention
Window (CW)

End of Transnussion Next Transmuission
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Figure 2-2. 802.11 Timing Intervals

The centrally controlled access mechanism, which utilizes the PCF, uses a poll
and response protocol for the medium. This is an optional protocol that is housed
within the access point and operates over the DCF, providing another method of
preventing collisions . It operates by requiring stations to be added to a polling list
within the access point providing traffic information to the stations [1].
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Tyiinoeme

Kaszipei mayoa WLAN kopnopamuemik scyuinoe Manvi3ovl po
amkapaowvl. On yuoezi dcyuede KoIOaHbLIAMbIH Oenini Oip monmama
6010b1. WiFi-0vly KOIOAHBLIYbIHbIH KOOEH2eHI COHWA, XaKep, Ypbliap
Kayincizok scyiecine onau 3usn Keamipe anaovl. COHObIKMAaH Ka3ipel
VaKslmma npozpammucmep Kayincizoin xHcytecin 0amvimyod.

Pe3zome

B nacmosawee epemss WLAN uepaem oueHnv 8adxCHYIO pOlb 8
KopnopamugHvix cemesvlx cpedax. Ona cmana odenb u3eecmHuou 0.
npunodceHutl domawnen cemu. becnposoonot docmyn HAcCmMoONbKO
803p0OC, UMO XaKepvl U 80Pbl MOSYM Je2KO 3/10YNOMpedisims CUCIeEMOl
bezonacnocmu, NO3MoOMY Memoobl 60.Jiee 8bICOKUX YPO8eHel Oe30nacHOCmU,
MAKUX Kax npoo0GUHymble an2opummsl WUGposanus u aymenmupurkayuu
aghghexmusHbvIx npoyeccos pewaromes 6ce 6ovuie u bovule.



